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CHAPTER 2
Installation and Configuration

Installation is the first step in making Apache functional. Before you begin, you
should have a clear idea of the installation’s purpose. This idea, together with your
paranoia level, will determine the steps you will take to complete the process. The
system-hardening matrix (described in Chapter 1) presents one formal way of deter-
mining the steps. Though every additional step you make now makes the installa-
tion more secure, it also increases the time you will spend maintaining security.
Think about it realistically for a moment. If you cannot put in that extra time later,
then why bother putting the extra time in now? Don’t worry about it too much,
however. These things tend to sort themselves out over time: you will probably be
eager to make everything perfect in the first couple of Apache installations you do;
then, you will likely back off and find a balance among your security needs, the effort
required to meet those needs, and available resources.

As a rule of thumb, if you are building a high profile web server—public or not—
always go for a highly secure installation.

Though the purpose of this chapter is to be a comprehensive guide to Apache instal-
lation and configuration, you are encouraged to read others’ approaches to Apache
hardening as well. Every approach has its unique points, reflecting the personality of
its authors. Besides, the opinions presented here are heavily influenced by the work
of others. The Apache reference documentation is a resource you will go back to
often. In addition to it, ensure you read the Apache Benchmark, which is a well-
documented reference installation procedure that allows security to be quantified. It
includes a semi-automated scoring tool to be used for assessment.

The following is a list of some of the most useful Apache installation documentation
[ have encountered:

* Apache Online Documentation (hitp://httpd.apache.org/docs-2.0/)
* Apache Security Tips (http://httpd.apache.org/docs-2.0/misc/security_tips.html)
* Apache Benchmark (http://www.cisecurity.org/bench_apache.html)
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* “Securing Apache: Step-by-Step” by Artur Maj (http://'www.securityfocus.com/
printable/infocus/1694)

* “Securing Apache 2: Step-by-Step” by Artur Maj (http://www.securityfocus.com/
printable/infocus/1786)

Installation

The installation instructions given in this chapter are designed to apply to both active
branches (1.x and 2.x) of the Apache web server running on Linux systems. If you
are running some other flavor of Unix, I trust you will understand what the minimal
differences between Linux and your system are. The configuration advice given in
this chapter works well for non-Unix platforms (e.g., Windows) but the differences
in the installation steps are more noticeable:

* Windows does not offer the chroot functionality (see the section “Putting
Apache in Jail”) or an equivalent.

* You are unlikely to install Apache on Windows from source code. Instead,
download the binaries from the main Apache web site.

* Disk paths are different though the meaning is the same.

Source or Binary

One of the first decisions you will make is whether to compile the server from the
source or use a binary package. This is a good example of the dilemma I mentioned
at the beginning of this chapter. There is no one correct decision for everyone or one
correct decision for you alone. Consider some pros and cons of the different
approaches:

* By compiling from source, you are in the position to control everything. You
can choose the compile-time options and the modules, and you can make
changes to the source code. This process will consume a lot of your time, espe-
cially if you measure the time over the lifetime of the installation (it is the only
correct way to measure time) and if you intend to use modules with frequent
releases (e.g., PHP).

* Installation and upgrade is a breeze when binary distributions are used now that
many vendors have tools to have operating systems updated automatically. You
exchange some control over the installation in return for not having to do every-
thing yourself. However, this choice means you will have to wait for security
patches or for the latest version of your favorite module. In fact, the latest ver-
sion of Apache or your favorite module may never come since most vendors
choose to use one version in a distribution and only issue patches to that version
to fix potential problems. This is a standard practice, which vendors use to pro-
duce stable distributions.
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* The Apache version you intend to use will affect your decision. For example,
nothing much happens in the 1.x branch, but frequent releases (with significant
improvements) occur in the 2.x branch. Some operating system vendors have
moved on to the 2.x branch, yet others remain faithful to the proven and trusted
1.x branch.

N
S The Apache web server is a victim of its own success. The web server
.“,\ from the 1.x branch works so well that many of its users have no need
A @ . .
o3 to upgrade. In the long term this situation only slows down progress

because developers spend their time maintaining the 1.x branch
instead of adding new features to the 2.x branch. Whenever you can,
use Apache 2!

This book shows the approach of compiling from the source code since that
approach gives us the most power and the flexibility to change things according to
our taste. To download the source code, go to htip://httpd.apache.org and pick the
latest release of the branch you want to use.

Downloading the source code

Habitually checking the integrity of archives you download from the Internet is a
good idea. The Apache distribution system works through mirrors. Someone may
decide to compromise a mirror and replace the genuine archive with a trojaned ver-
sion (a version that feels like the original but is modified in some way, for example,
programmed to allow the attacker unlimited access to the web server). You will go
through a lot of trouble to secure your Apache installation, and it would be a shame
to start with a compromised version.

If you take a closer look at the Apache download page, you will discover that though
archive links point to mirrors, archive signature links always point to the main
Apache web site.

One way to check the integrity is to calculate the MD5 sum of the archive and to
compare it with the sum in the signature file. An MD5 sum is an example of a
hash function, also known as one-way encryption (see Chapter 4 for further infor-
mation). The basic idea is that, given data (such as a binary file), a hash function
produces seemingly random output. However, the output is always the same when
the input is the same, and it is not possible to reconstruct the input given the out-
put. In the example below, the first command calculates the MD5 sum of the
archive that was downloaded, and the second command downloads and displays
the contents of the MD35 sum from the main Apache web site. You can see the sums
are identical, which means the archive is genuine:

$ md5sum httpd-2.0.50.tar.gz

8b251767212aebf41a13128bb70c0b41  httpd-2.0.50.tar.gz

$ wget -0 - -q http://www.apache.org/dist/httpd/httpd-2.0.50.tar.gz.md5
8b251767212aebf41a13128bb70cob41  httpd-2.0.50.tar.gz
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Using MD5 sums to verify archive integrity can be circumvented if an intruder com-
promises the main distribution site. He will be able to replace the archives and the
signature files, making the changes undetectable.

A more robust, but also a more complex approach is to use public-key cryptography
(described in detail in Chapter 4) for integrity validation. In this approach, Apache
developers use their cryptographic keys to sign the distribution digitally. This can be
done with the help of GnuPG, which is installed on most Unix systems by default.
First, download the PGP signature for the appropriate archive, such as in this example:

$ wget http://www.apache.org/dist/httpd/httpd-2.0.50.tar.gz.asc

Attempting to verify the signature at this point will result in GnuPG complaining
about not having the appropriate key to verify the signature:

$ gpg httpd-2.0.50.tar.gz.asc
gpg: Signature made Tue 29 Jun 2004 01:14:14 AM BST using DSA key ID DE885DD3
gpg: Can't check signature: public key not found

GnuPG gives out the unique key ID (DE885DD3), which can be used to fetch the key
from one of the key servers (for example, pgpkeys.mit.edu):

$ gpg --keyserver pgpkeys.mit.edu --recv-key DE885DD3

gpg: /home/ivanr/.gnupg/trustdb.gpg: trustdb created

gpg: key DE885DD3: public key "Sander Striker <striker@apache.org>" imported
gpg: Total number processed: 1

gpg: imported: 1

This time, an attempt to check the signature gives satisfactory results:

$ gpg httpd-2.0.50.tar.gz.asc
gpg: Signature made Tue 29 Jun 2004 01:14:14 AM BST using DSA key ID DE885DD3
gpg: Good signature from "Sander Striker <striker@apache.org>"

gpg: aka "Sander Striker <striker@striker.nl>"
gpg: aka "Sander Striker <striker@striker.nl>"
gpg: aka "Sander Striker <striker@apache.org>"

gpg: checking the trustdb

gpg: no ultimately trusted keys found

Primary key fingerprint: 4C1E ADAD B4EF 5007 579C 919C 6635 B6CO DE88 5DD3
At this point, we can be confident the archive is genuine. On the Apache web site, a
file contains the public keys of all Apache developers (http://www.apache.org/dist/
httpd/KEYS). You can use it to import all their keys at once but I prefer to download
keys from a third-party key server. You should ignore the suspicious looking mes-
sage (“no ultimately trusted keys found”) for the time being. It is related to the con-
cept of web of trust (covered in Chapter 4).
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Downloading patches

Sometimes, the best version of Apache is not contained in the most recent version
archive. When a serious bug or a security problem is discovered, Apache developers
will fix it quickly. But getting a new revision of the software release takes time
because of the additional full testing overhead required. Sometimes, a problem is not
considered serious enough to warrant an early next release. In such cases, source
code patches are made available for download at http://www.apache.org/dist/httpd/
patches/. Therefore, the complete source code download procedure consists of down-
loading the latest official release followed by a check for and possible download of
optional patches.

Static Binary or Dynamic Modules

The next big decision is whether to create a single static binary, or to compile
Apache to use dynamically loadable modules. Again, the tradeoff is whether to spend
more time in order to get more security.

* Static binary is reportedly faster. If you want to squeeze the last bit of perfor-
mance out of your server, choose this option. But, as hardware is becoming
faster and faster, the differences between the two versions will no longer make a
difference.

* A static server binary cannot have a precompiled dynamic module backdoor
added to it. (If you are unfamiliar with the concept of backdoors, see the sidebar
“Apache Backdoors.”) Adding a backdoor to a dynamically compiled server is as
simple as including a module into the configuration file. To add a backdoor to a
statically compiled server, the attacker has to recompile the whole server from
scratch.

* With a statically linked binary, you will have to reconfigure and recompile the
server every time you want to change a single module.

* The static version may use more memory depending on the operating system
used. One of the points of having a dynamic library is to allow the operating sys-
tem to load the library once and reuse it among active processes. Code that is
part of a statically compiled binary cannot be shared in this way. Some operat-
ing systems, however, have a memory usage reduction feature, which is trig-
gered when a new process is created by duplication of an existing process
(known as forking). This feature, called copy-on-write, allows the operating sys-
tem to share the memory in spite of being statically compiled. The only time the
memory will be duplicated is when one of the processes attempts to change it.
Linux and FreeBSD support copy-on-write, while Solaris reportedly does not.

Installation | 19



Apache Backdoors

For many systems, a web server on port 80 is the only point of public access. So, it is
no wonder black hats have come up with ideas of how to use this port as their point of
entry into the system. A backdoor is malicious code that can give direct access to the
heart of the system, bypassing normal access restrictions. An example of a backdoor is

a

program that listens on a high port of a server, giving access to anyone who knows

the special password (and not to normal system users). Such backdoors are easy to
detect provided the server is routinely scanned for open ports: a new open port will
trigger all alarm bells.

Apache backdoors do not need to open new ports since they can reuse the open port 80.
A small fragment of code will examine incoming HTTP requests, opening “the door”
to the attacker when a specially crafted request is detected. This makes Apache back-
doors stealthy and dangerous.

A quick search on the Internet for “apache backdoor” yields three results:

* http://packetstormsecurity.org/UNIX/penetration/rootkits/apachebd.tgz
* http://packetstormsecurity.org/advisories/bOf/mod_backdoor.c
* http://packetstormsecurity.org/web/mod_rootme-0.2.tgz

The approach in the first backdoor listed is to patch the web server itself, which
requires the Apache source code and a compiler to be available on the server to allow
for recompilation. A successful exploitation gives the attacker a root shell on the server
(assuming the web server is started as root), with no trace of the access in the log files.

The second link is for a dynamically loadable module that appends itself to an existing
server. It allows the attacker to execute a shell command (as the web server user) sent
to the web server as a single, specially crafted GET request. This access will be logged
but with a faked entry for the home page of the site, making it difficult to detect.

The third link is also for a dynamically loadable module. To gain root privileges this
module creates a special process when Apache starts (Apache is still running as root at
that point) and uses this process to perform actions later.

The only reliable way to detect a backdoor is to use host intrusion detection tech-
niques, discussed in Chapter 9.

Folder Locations

In this chapter, I will assume the following locations for the specified types of files:

Binaries and supporting files

fust/local/apache

Public files

fvar/www/htdocs (this directory is referred to throughout this book as the web
server tree)
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Private web server or application data
lvar/lwww/data

Publicly accessible CGI scripts
var/lwww/cgi-bin

Private binaries executed by the web server
fvar/www/bin

Log files
fvarfwww/logs

Installation locations are a matter of taste. You can adopt any layout you like as long
as you use it consistently. Special care must be taken when deciding where to store
the log files since they can grow over time. Make sure they reside on a partition with
enough space and where they won’t jeopardize the system by filling up the root partition.

Different circumstances dictate different directory layouts. The layout used here is
suitable when only one web site is running on the web server. In most cases, you will
have many sites per server, in which case you should create a separate set of directories
for each. For example, you might create the following directories for one of those sites:

lvar/www/apachesecurity.net/bin
lvar/www/apachesecurity.net/cgi-bin
var/'www/apachesecurity.net/data
fvar/'www/apachesecurity.net/htdocs
var/'www/apachesecurity.net/logs

A similar directory structure would exist for another one of the sites:

var/www/modsecurity.org/bin
lvar/www/modsecurity.org/cgi-bin
var/www/modsecurity.org/data
varlwww/modsecurity.org/htdocs
fvar/fwww/modsecurity.org/logs

Installation Instructions

Before the installation can take place Apache must be made aware of its environ-
ment. This is done through the configure script:

$ ./configure --prefix=/usr/local/apache

The configure script explores your operating system and creates the Makefile for it, so
you can execute the following to start the actual compilation process, copy the files
into the directory set by the --prefix option, and execute the apachectl script to start
the Apache server:

$ make

# make install
# /usr/local/apache/bin/apachectl start
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Though this will install and start Apache, you also need to configure your operating
system to start Apache when it boots. The procedure differs from system to system
on Unix platforms but is usually done by creating a symbolic link to the apachectl
script for the relevant runlevel (servers typically use run level 3):

# cd /etc/rc3.d

# 1n -s /usr/local/apache/bin/apachectl S85httpd
On Windows, Apache is configured to start automatically when you install from a
binary distribution, but you can do it from a command line by calling Apache with
the -k install command switch.

Testing the installation

To verify the startup has succeeded, try to access the web server using a browser as a
client. If it works you will see the famous “Seeing this instead of the website you
expected?” page, as shown in Figure 2-1. At the time of this writing, there are talks
on the Apache developers’ list to reduce the welcome message to avoid confusing
users (not administrators but those who stumble on active but unused Apache instal-
lations that are publicly available on the Internet).

Figure 2-1. Apache post-installation welcome page

As a bonus, toward the end of the page, you will find a link to the Apache reference
manual. If you are near a computer while reading this book, you can use this copy of
the manual to learn configuration directive specifics.
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Using the ps tool, you can find out how many Apache processes there are:

$ ps -Ro user,pid,ppid,cmd | grep httpd

root 31738 1 /usr/local/apache/bin/httpd -k start

httpd 31765 31738 /usr/local/apache/bin/httpd -k start

httpd 31766 31738 /usr/local/apache/bin/httpd -k start

httpd 31767 31738 /usr/local/apache/bin/httpd -k start

httpd 31768 31738 /usr/local/apache/bin/httpd -k start

httpd 31769 31738 /usr/local/apache/bin/httpd -k start
Using tail, you can see what gets logged when different requests are processed. Enter
a nonexistent filename in the browser location bar and send the request to the web
server; then examine the access log (logs are in the /var/www/logs folder). The exam-
ple below shows successful retrieval (as indicated by the 200 return status code) of a
file that exists, followed by an unsuccessful attempt (404 return status code) to
retrieve a file that does not exist:

192.168.2.3 - - [21/Jul/2004:17:12:22 +0100] "GET /manual/images/feather.gif
HTTP/1.1" 200 6471
192.168.2.3 - - [21/Jul/2004:17:20:05 +0100] "GET /manual/not-here

HTTP/1.1" 404 311
Here is what the error log contains for this example:

[Wed Jul 21 17:17:04 2004] [notice] Apache/2.0.50 (Unix) configured

-- resuming normal operations

[Wed Jul 21 17:20:05 2004] [error] [client 192.168.2.3] File does not

exist: /usr/local/apache/manual/not-here
The idea is to become familiar with how Apache works. As you learn what consti-
tutes normal behavior, you will learn how to spot unusual events.

Selecting modules to install

The theory behind module selection says that the smaller the number of modules
running, the smaller the chances of a vulnerability being present in the server. Still, T
do not think you will achieve much by being too strict with default Apache modules.
The likelihood of a vulnerability being present in the code rises with the complexity
of the module. Chances are that the really complex modules, such as mod_ssl (and
the OpenSSL libraries behind it), are the dangerous ones.

Your strategy should be to identify the modules you need to have as part of an instal-
lation and not to include anything extra. Spend some time researching the modules
distributed with Apache so you can correctly identify which modules are needed and
which can be safely turned off. The complete module reference is available at http:/
httpd.apache.org/docs-2.0/mod/.
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The following modules are more dangerous than the others, so you should consider
whether your installation needs them:

mod_userdir
Allows each user to have her own web site area under the ~username alias. This
module could be used to discover valid account usernames on the server because
Apache responds differently when the attempted username does not exist
(returning status 404) and when it does not have a special web area defined
(returning 403).

mod_info
Exposes web server configuration as a web page.

mod_status
Provides real-time information about Apache, also as a web page.

mod_include
Provides simple scripting capabilities known under the name server-side includes
(SSI). Tt is very powerful but often not used.

On the other hand, you should include these modules in your installation:

mod_rewrite
Allows incoming requests to be rewritten into something else. Known as the
“Swiss Army Knife” of modules, you will need the functionality of this module.

mod_headers
Allows request and response headers to be manipulated.

mod_setenvif
Allows environment variables to be set conditionally based on the request infor-
mation. Many other modules’ conditional configuration options are based on
environment variable tests.

In the configure example, 1 assumed acceptance of the default module list. In real sit-
uations, this should rarely happen as you will want to customize the module list to
your needs. To obtain the list of modules activated by default in Apache 1, you can
ask the configure script. I provide only a fragment of the output below, as the com-
plete output is too long to reproduce in a book:

$ ./configure --help

[access =yes actions=yes alias=yes ]
[asis=yes auth_anon=no auth_dbm=no ]
[auth_db=no auth_digest=no auth=yes ]
[autoindex=yes  cern meta=no cgi=yes ]
[digest=no dir=yes env=yes ]
[example=no expires=no headers=no ]
[imap=yes include=yes info=no ]
[log agent=no log config=yes log forensic=no]
[log _referer=no mime_magic=no  mime=yes ]
[mmap_static=no negotiation=yes proxy=no ]
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[rewrite=no setenvif=yes 50=n0 ]
[speling=no status=yes unique_id=no ]
[userdir=yes usertrack=no  vhost_alias=no ]

As an example of interpreting the output, userdir=yes means that the module
mod_userdir will be activated by default. Use the --enable-module and --disable-
module directives to adjust the list of modules to be activated:

$ ./configure \

> --prefix=/usr/local/apache \
> --enable-module=rewrite \

> --enable-module=so \

> --disable-module=imap \

> --disable-module=userdir

Obraining a list of modules activated by default in Apache 2 is more difficult. I obtained
the following list by compiling Apache 2.0.49 without passing any parameters to the
configure script and then asking the httpd binary to produce a list of modules:

$ ./httpd -1

Compiled in modules:
core.c
mod_access.c
mod_auth.c
mod_include.c
mod_log config.c
mod_env.c
mod_setenvif.c
prefork.c
http_core.c
mod_mime.c
mod_status.c
mod_autoindex.c
mod_asis.c
mod_cgi.c
mod_negotiation.c
mod_dir.c
mod_imap.c
mod_actions.c
mod_userdir.c
mod_alias.c
mod_so.c

To change the default module list on Apache 2 requires a different syntax than that
used on Apache 1:

$ ./configure \

> --prefix=/usr/local/apache \
> --enable-rewrite \

> --enable-so \

> --disable-imap \

> --disable-userdir
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Configuration and Hardening

Now that you know your installation works, make it more secure. Being brave, we
start with an empty configuration file, and work our way up to a fully functional con-
figuration. Starting with an empty configuration file is a good practice since it
increases your understanding of how Apache works. Furthermore, the default config-
uration file is large, containing the directives for everything, including the modules
you will never use. It is best to keep the configuration files nice, short, and tidy.

Start the configuration file (/usr/local/apache/conf/httpd.conf) with a few general-
purpose directives:
# location of the web server files
ServerRoot /usr/local/apache
# location of the web server tree
DocumentRoot /var/www/htdocs
# path to the process ID (PID) file, which
# stores the PID of the main Apache process
PidFile /var/www/logs/httpd.pid
# which port to listen at
Listen 80
# do not resolve client IP addresses to names
HostNameLookups Off

Setting Up the Server User Account

Upon installation, Apache runs as a user nobody. While this is convenient (this
account normally exists on all Unix operating systems), it is a good idea to create a
separate account for each different task. The idea behind this is that if attackers
break into the server through the web server, they will get the privileges of the web
server. The intruders will have the same priveleges as in the user account. By having a
separate account for the web server, we ensure the attackers do not get anything else
free.

The most commonly used username for this account is httpd, and some people use
apache. We will use the former. Your operating system may come pre-configured
with an account for this purpose. If you like the name, use it; otherwise, delete it
from the system (e.g., using the userdel tool) to avoid confusion later. To create a
new account, execute the following two commands while running as root.

# groupadd httpd

# useradd httpd -g httpd -d /dev/null -s /sbin/nologin
These commands create a group and a user account, assigning the account the home
directory /dev/null and the shell /sbin/nologin (effectively disabling login for the
account). Add the following two lines to the Apache configuration file httpd.conf:

User httpd
Group httpd
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Setting Apache Binary File Permissions

After creating the new user account your first impulse might be to assign ownership
over the Apache installation to it. I see that often, but do not do it. For Apache to
run on port 80, it must be started by the user root. Allowing any other account to
have write access to the httpd binary would give that account privileges to execute
anything as root.

This problem would occur, for example, if an attacker broke into the system. Work-
ing as the Apache user (httpd), he would be able to replace the httpd binary with
something else and shut the web server down. The administrator, thinking the web
server had crashed, would log in and attempt to start it again and would have fallen
into the trap of executing a Trojan program.

That is why we make sure only root has write access:

# chown -R root:root /usr/local/apache
# find /usr/local/apache -type d | xargs chmod 755
# find /usr/local/apache -type f | xargs chmod 644

No reason exists why anyone else other than the root user should be able to read the
Apache configuration or the logs:

# chmod -R go-r /usr/local/apache/conf
# chmod -R go-r /usr/local/apache/logs

Configuring Secure Defaults

Unless told otherwise, Apache will serve any file it can access. This is probably not
what most people want; a configuration error could accidentally expose vital system
files to anyone caring to look. To change this, we would deny access to the complete
filesystem and then allow access to the document root only by placing the following
directives in the httpd.conf configuration file:
<Directory />
Order Deny,Allow
Deny from all
</Directory>
<Directory /var/www/htdocs>
Order Allow,Deny

Allow from all
</Directory>

Options directive

This sort of protection will not help with incorrectly or maliciously placed symbolic
links that point outside the /var/www/htdocs web server root. System users could cre-
ate symbolic links to resources they do not own. If someone creates such a link and
the web server can read the resource, it will accept a request to serve the resource to
the public. Symbolic link usage and other file access restrictions are controlled with
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the Options directive (inside a <Directory> directive). The Options directive can have
one or more of the following values:

All
All options listed below except MultiViews. This is the default setting.

None
None of the options will be enabled.

ExecCGI
Allows execution of CGI scripts.

FollowSymLinks
Allows symbolic links to be followed.

Includes
Allows server-side includes.

IncludesNOEXEC
Allows SSIs but not the exec command, which is used to execute external scripts.
(This setting does not affect CGI script execution.)

Indexes
Allows the server to generate the list of files in a directory when a default index
file is absent.

MultiViews
Allows content negotiation.

SymLinksIfOwnerMatch
Allows symbolic links to be followed if the owner of the link is the same as the
owner of the file it points to.

The following configuration directive will disable symbolic link usage in Apache:
Options -FollowSymLinks

The minus sign before the option name instructs Apache to keep the existing config-
uration and disable the listed option. The plus character is used to add an option to
an existing configuration.

The Apache syntax for adding and removing options can be confus-
ing. If all option names in a given Options statement for a particular
directory are preceded with a plus or minus character, then the new
configuration will be merged with the existing configuration, with the
new configuration overriding the old values. In all other cases, the old
values will be ignored, and only the new values will be used.

If you need symbolic links consider using the Alias directive, which tells Apache to
incorporate an external folder into the web server tree. It serves the same purpose
but is more secure. For example, it is used in the default configuration to allow
access to the Apache manual:

Alias /manual/ /usr/local/apache/manual/
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If you want to keep symbolic links, it is advisable to turn ownership verification on
by setting the SymLinksIfOwnerMatch option. After this change, Apache will follow
symbolic links if the target and the destination belong to the same user:

Options -FollowSymLinks +SymLinksIfOwnerMatch

Other features you do not want to allow include the ability to have scripts and
server-side includes executed anywhere in the web server tree. Scripts should always
be placed in special folders, where they can be monitored and controlled.

Options -Includes -ExecCGI

If you do not intend to use content negotiation (to have Apache choose a file to serve
based on the client’s language preference), you can (and should) turn all of these fea-
tures off in one go:

Options None

N
- Modules sometimes use the settings determined with the Options
.‘s directive to allow or deny access to their features. For example, to be
AN @ . . . . . .
i able to use mod_rewrite in per-directory configuration files, the

FollowSymLinks option must be turned on.

AllowOverride directive

In addition to serving any file it can access by default, Apache also by default allows
parts of configuration data to be placed under the web server tree, in files normally
named .htaccess. Configuration information in such files can override the informa-
tion in the httpd.conf configuration file. Though this can be useful, it slows down the
server (because Apache is forced to check whether the file exists in any of the sub-
folders it serves) and allows anyone who controls the web server tree to have lim-
ited control of the web server. This feature is controlled with the AllowOverride
directive, which, like Options, appears within the <Directory> directive specifying the
directory to which the options apply. The AllowOverride directive supports the fol-
lowing options:

AuthConfig

Allows use (in .htaccess files) of the authorization directives (explained in
Chapter 7)

FileInfo

Allows use of the directives controlling document types
Indexes

Allows use of the directives controlling directory indexing
Limit

Allows use of the directives controlling host access
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Options
Allows use of the directives controlling specific directory functions (the Options
and XbitHack directives)

All
Allows all options listed

None
Ignores .htaccess configuration files

For our default configuration, we choose the None option. So, our <Directory> direc-
tives are now:

<Directory />
Order Deny,Allow
Deny from all
Options None
AllowOverride None
</Directory>

<Directory /var/www/htdocs>
Order Allow,Deny
Allow from all
</Directory>

Modules sometimes use AllowOverride settings to make other deci-
s sions as to whether something should be allowed. Therefore, a change
%' to a setting can have unexpected consequences. As an example,
" including Options as one of the AllowOverride options will allow PHP
configuration directives to be used in .htaccess files. In theory, every
directive of every module should fit into one of the AllowOverride set-
tings, but in practice it depends on whether their respective develop-
ers have considered it.

Enabling CGI Scripts

Only enable CGI scripts when you need them. When you do, a good practice is to
have all scripts grouped in a single folder (typically named cgi-bin). That way yo